Kamil Orthopaedic Group, P.C.

Identity Theft Program Policy
Purpose: 
Comply with the Kamil Orthopaedic Group, PC Identity Theft Program. 
Policy:
Kamil Orthopaedic Group, PC practice will, to the extent feasible, comply with the Identity Theft Program and the associated State and Federal laws, rules and regulations.
I.
Definitions

Covered Accounts – accounts that include a "continuing relationship established by a person with a…creditor to obtain a product or service for personal, family, household or business purposes, and includes "an extension of credit, such as…services involving a deferred payment.  An account is a covered account if it is (a) [a]n account primarily for personal, family, or household purposes, that involves or is designed to permit multiple payments of transactions or (b) [a]ny other account…for which there is a reasonably foreseeable risk to customers or to the safety and soundness of the …creditor from identity theft.  Covered Accounts are patient accounts and billing records that include patient identifying information.  

Identity Theft – assuming or using someone else’s identity or identifying information in order to profit illegally or commit an unlawful act.

Indicators of Identity Theft -- a pattern, practice or activity that indicates the possible existence of identity theft.  
Medical identity theft – occurs when someone uses a person’s name and sometimes other parts of their identity, such as insurance information, without the person’s knowledge or consent to obtain medical services or goods or uses the person’s identity information to make false claims for medical services or goods.  Medical identity theft frequently results in erroneous entries being put into existing medical records and can involve the creation of fictitious medical records in the victim’s name.

Red flag – suspicious circumstance that should prompt the financial institution or creditor to be alert for possible identity theft.

Sensitive Information -- Information whose unauthorized disclosure may have serious adverse effect on the Kamil Orthopaedic Group, PC or its patients.  Information protected under federal or state regulations or due to proprietary, ethical, or privacy considerations will typically be classified as sensitive. PHI is sensitive, as is most information relating to an individual. Information considered confidential should be considered sensitive. 
II.
Verification of Verifying Patient Identity at Time of Registration

A.
Purpose: To verify patient identity at time of registration to protect patients and Kamil Orthopaedic Groupt, P.C. from medical identity theft.

B. Policy: Kamil Orthopaedic Group, P.C. will, to the extent feasible, request documentation of the patient’s identity, residence address and insurance coverage at the time of registration.

C.
Procedures:


1. When a patient calls to request an appointment, the patient will be asked to bring the following at the time of the appointment:

· Driver’s license or other photo ID

· Current insurance card(s)

· If the photo ID does not show the patient’s current address, the patient must bring a bill, such as a utility bill, showing current residence address.

If the patient is a minor, the patient’s parent or guardian should bring the information listed above.

2. When a patient arrives for the appointment, the patient will be asked to produce the information listed above.  This requirement may be waived for patients who have been seen within the last year.

3. Copy ID identified in #1 above and keep sensitive information in a secure place.  If there is no secure place, then ID information should be shredded within a reasonable amount of time.  If there is a secure place, ID information should be shredded when it is no longer needed.

4. Complete a new registration form if the patient has not completed the registration form within the last year.

III. Identity Theft Red Flags
A. Purpose: To detect identity theft or fraud.

B.
Policy:  Kamil Orthopaedic Group, P.C. will be alert for discrepancies in documents and patient information that suggest risk of identity theft or fraud.

C. Procedure: Staff should be alert for the possibility of identity theft in the following circumstances:

1. The patients presents a driver’s license, insurance card or other piece of identifying information that appears to be altered or forged.

2. The photograph on the ID presented by the patient does not resemble the patient.

3. Information on the form presented by the patient is inconsistent with other information presented or different from the information the provider already has listed in the patient’s record.

4. The SSN furnished by the patient has any of the following characteristics, which would make the SSN invalid:

· The first three digits are in the 800, 900 or 000 range, are in the 700 range above 772, or are 666;

· The fourth and fifth digits are 00 or

· The last four digits are 0000.

5. The address is a post office box.

6. The patient fails to provide identifying information or documents.

7. The patient’s signature does not match a signature on file.

IV.
Investigation of Suspected Identity Theft

A.
Purpose: To investigate potential identity theft

B.
Policy:  Kamil Orthopaedic Group, P.C. will investigate situations in which an individual claims to be a victim of identity theft.

C.
Procedure

1. If an individual claims to be a victim of identity theft, Kamil Orthopaedics Group or its collection agency will investigate the claim using the following guidelines:

1.1 The individual must have filed a police report for identity theft.

1.2 The individual must complete one of the following documents:

· The ID Theft Affidavit developed by the FRC, including supporting documentation\An ID theft affidavit recognized under state law or

· A statement including the following information:

· A statement that the individual is a victim of identity theft

· A copy of the individual’s driver’s license or identification card

· Any other identification document that supports the statement of identity theft

· Specific facts supporting the claims of identity theft, if available

· Any other explanation that the individual did not incur the debt

· Any available correspondence disputing the debt

· Documentation of the residence of the individual at the date of service, including copies of utility bills, tax statements or other statements from businesses sent to the individual at his or her residence

· A telephone number for contacting the individual

· Any information that the individual may have concerning the person who registered in his or her name

· A statement that the individual did not authorize the use of his or her name or personal information for obtaining services or

· A statement certifying that the representations are true, correct and contain no material omissions of fact to the best knowledge and belief of the person submitting the certification.

1.3 The individual must cooperate with comparing his or her personal information with information in the Kamil Orthopaedic Group’s records.


2. If it appears that an individual has been a victim of identity theft after an investigation, Kamil Orthopaedic Group will take the following steps:

2.1 Kamil Orthopaedic Group will cease collection on open accounts that resulted from identity theft.  If the accounts had been referred to collection agencies or attorneys, the collection agencies/attorneys will be instructed to cease collection activity.

2.2 Kamil Orthopaedic Group will cooperate with any law enforcement investigation relating to the identity theft

2.3 If an insurance company, government program or other payor has made payment on the account, Kamil Orthopaedic Group will notify the payor and refund the amount paid.

2.4 If an adverse report had been made to a consumer reporting agency, Kamil Orthopaedic Group will notify the agency that the account was not the responsibility of that individual.

3.
If after an investigation, it does not appear that the individual has been a victim of identity theft, Kamil Orthopaedic Group or the collection agency will give written notice to the individual that he or she is responsible for payment of the bill.  The notice will state the basis for determining that the person claiming to be a victim of identity theft was in fact that patient.
V.
Handling of Medical Record When Identity Theft is Confirmed


A.
Purpose: To correct errors in medical records resulting from identity theft.

B.
Policy:  Kamil Orthopaedic Group, P.C. will isolate and correct all inaccuracies found in medical records resulting from identity theft. 

C.
Procedure
1. If it is confirmed that a patient record was created as the result of identity theft, a notation concerning the identity theft will be placed in the record.  All incorrect demographic information will be removed from the record.

2. The Office Manager will determine whether any other records are linked to the record found to be created through identity theft.

3. In some cases, identity theft may involve an identity thief receiving care under the name of another person who has been a patient.  In such a case, all the files relating to the patient will be reviewed and any information relating to the identity theft will be removed and segregated.

4. Billing records relating to the identify theft will be reviewed and any monies obtained through identify theft will be returned to the payor (third party or patient pay) within a reasonable amount of time.
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